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User Services Platform
unlocking the potential of the connected home
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¢ƻŘŀȅΩǎ ǿŜōƛƴŀǊ

ÅMarket issues, business drivers, timing

ÅUSP key features, architectural overview, design goals, protocols

ÅComparison with TR-069* and other management schemes

ÅWhy USP enables more

ÅUSP in the context of Broadband Forum work?

ÅSummary, USP publication, getting involved, plugfests

ÅSpeakers Q&A Panel 

TR-лсф Ґ /t9 ²!b aŀƴŀƎŜƳŜƴǘ tǊƻǘƻŎƻƭΣ ŀΦƪΦŀΦ ά/²atέ 
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Market and business drivers

New opportunities and pain points from the 
connected world

For Service Providers For consumer electronics vendors

68o
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Why now?

Å800 million TR-069 CPE WAN management protocol devices

ÅExplosion of connected devices

ÅLeveraging and building on knowledge gained

ÅTime for user services and improved access control

ÅDemand for improved support of pub-sub deployment models
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User Services Platform Key Features

ÅFlexibility

ÅScalability

ÅStandardization

ÅSecurity

Network Service 
Provider

Controller on 
Smart Phone
(on the road)

Controller on Smart 
Phone/Tablet
(in the home)

Proxy Service Element

Agent USP Protocol

Controller Other protocol

Internet and/or Provider Networks Home Network

Enabled 3rd party 
relationships

Managed 
Broadband 
Gateway

Managed Devices
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Proxied Devices

Portal/
Appstore 
Interface

ZigBee, Zwave, 
Wi-Fi, etc.

Portal/
Appstore 
Interface

Cloud 
Services

Third Party 
Services

Content
Delivery Networks

Application 
Provider

Gaming 
Networks

Streamed 
content

Portal/
Appstore 
Interface

Portal/
Appstore

OTT Service 
Provider Gateway
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The User Services Platform is made of a network of 
Controllers and Agents to allow Applications 

to manipulate Service Elements

An Agent exposesService Elements to one 
or more Controllers.

It can representService Elements on a 
ŘŜǾƛŎŜ ŘƛǊŜŎǘƭȅΧ

Or it can represent Service Elements on other 
devices through the proxy mechanism.

Lights
Network 
Functions
Wi-Fi

Agent

Agent
Controller
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An application could use a Controller to manage a 
ǇǊƻǾƛŘŜǊ ŎƻƴǘǊƻƭƭŜŘ ǎȅǎǘŜƳΣ ƭƛƪŜ ƛƴ ǘƻŘŀȅΩǎ ¢w-069 

Auto-Configuration Servers. 

Or to act as a user portal in the Cloud, on a 
gateway, or accessed through a smart phone.

Or as part of an automated smart home or 
managed Wi-Fi system.

Controller

Controller

Controller

The User Services Platform is made of a network of Controllers 
and Agents to allow Applications to 

manipulate Service Elements
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Protocol stack
ÅUSP records
Å Integrity, security

ÅMessage transport agnostic
Å Local, cloud, and mobile use cases

ÅProtocol buffers encoding
Å Lightweight, schema based

ÅReduced, flexible message set
Å Easily extensible

TCP or UDP
(depending on MTP)

TLS/DTLS
(depending on MTP)

Message Transfer Protocol 
(CoAP, STOMP, WebSocket)

USP Record
(Protobuf encoding with 

schema usp-record.proto)

USP Message
(Protobuf encoding with 
schema usp-msg.proto)
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Comparison with TR-069
UserServices Platform (USP) TR-069 (CPE WAN Management Protocol)

MessageTransfer
Protocol

CoAP(LAN)
WebSockets (Fixed-WAN)
STOMP (WAN / Mobile)

HTTP

Data encoding Google Protocol Buffers (binary wire format) SOAP / XML (text wire format)

RPC structure CRUD + Notify + Operate(general data model 
command execution mechanism)

CRUD + Notify (via Inform RPC,Events, and event 
specific RPCs) +several RPCs related to data model 
operations (Schedule, Upload, Download, etc.)

Communications
paradigm

Always-on/always-available communications 
channel established at devicestart-up allowing 
for the free flow of messages

Short-lived sessions triggered by external events 
(timing,schedule, boot, wake-up, connection request, 
etc.)

Management server Multiple management servers are allowed at 
the same time withoutrestriction of location 
(LAN, Fixed-WAN, Mobile)

A single management server at any given time with 
bootstrap logic/configuration

Security DTLS/TLS message transport protocol security, 
controller trust establishment procedures,
access control list mechanism, end-to-end 
application level security/encryption mechanism

TLS message transport protocol security,security 
through obscurity (CPE can only communicate with 
known ACS URL when it receives a connection 
request)
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Comparison with other management solutions
UserServices Platform WebPA

MessageTransfer
Protocol

CoAP(LAN)
WebSockets (Fixed-WAN)
STOMP (WAN / Mobile)

WebSockets

Data encoding Google Protocol Buffers (binary wire format) MsgPack (binary wire format)

RPC structure CRUD + Notify + Operate(general data model 
command execution mechanism)

RU-Only (static data model, no commands)

Communicationsparadigm Always-on/always-available communications 
channel established at devicestart-up allowing for 
the free flow of messages

Always-on/always-available 
communications channel established at 
devicestart-up allowing for the free flow of 
messages

Management server Multiple management servers are allowed at the 
same time withoutrestriction of location (LAN, 
Fixed-WAN, Mobile)

A single management server

Security DTLS/TLS message transport protocol security, 
controller trust establishment procedures,access 
control list mechanism, end-to-end application 
level security/encryption mechanism

TLS message transport protocol security
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Comparisonwith other IoT management/control solutions

UserServices Platform
Generic Cloud Solution 
(MQTT based, for example)

MessageTransfer
Protocol

CoAP(LAN)
WebSockets (Fixed-WAN)
STOMP (WAN / Mobile)

Single message transport that is not ideal 
for all use cases

Data encoding Google Protocol Buffers (binary wire format) Undefined

RPC structure CRUD + Notify + Operate(general data model 
command execution mechanism)

RESTful only ςadditional RPCs not 
standardized

Communicationsparadigm Always-on/always-available communications 
channel established at devicestart-up allowing for 
the free flow of messages

Always-on/always-available 
communications channel established at 
devicestart-up allowing for the free flow of 
messages

Service element Standardized elements based on Device:2 data 
model from TR-069

Undefined ςobjects and messages are non-
standard

Security DTLS/TLS message transport protocol security, 
controller trust establishment procedures,access 
control list mechanism, end-to-end application 
level security/encryption mechanism

TLS message transport protocol security if 
implemented, no standardized access 
control, communications through a proxy 
can be snooped


